GDPR

Breach & Automated Decision Making

Part 5 of our series on GDPR and its impact on the recruitment industry

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.



Who are we?

» Dillistone Group Plc, a public company listed on the AIM market of the London
stock exchange

» Includes the brands Voyager Software, ISV Software, FCP Internet, Dillistone
Systems and GatedTalent

' & FileFinder isv.online
' AnyWhere testing and training people

Voyager 6

» Thousands of clients in over 70 countries, both Recruitment and Corporate
with some of the largest clients in those fields

» ISO/IEC 17024 GDPR-P certified

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




A quick recap

» Slides & a recording of today’s webinar will be available within a few days.

» In Part 1 of our series we looked at the GDPR in general.

» In Part 2 we looked at consent, rights of data subjects, privacy by design,
focusing on Data Protection Officers and data privacy impact assessments.

» In Part 3 we looked at what makes processing legal, controller and processor
liability, policies and processes, data security, enforcement and penalties,
and certifications.

» In Part 4 we looked at compliance including Data protection by design, the
cultural impact to your business and unlawful data

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




Catch Up

» Recordings of the previous 4 webinars are available online (free of charge).

» Lots of free information available. To find out more, go to...
GDPR RESOURCE CENTRE

» Our GDPR Hub

FREE WHITEPAPERS & WEBINARS
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https://www.voyagersoftware.com/gdpr/gdpr-hub.html
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Catch Up

» Or...
» Our LinkedIn Group

GDPR Information & Discussion Forum

Unlisted » 285 members

evolve  isv.online

“1 Start a conversation with your group

Enter a conversation title...

Conversations Jobs

B Paul Mather - Manager wen 44
“ Divisional Operations Director, EU GDPR-P, EU GDPR-F

GDPR forum in Basingstoke February 23rd

We're pleased to announce that we'll be running a free forum event on the GDPR in Basingstoke on
Friday 23rd of February.

There will be an optional “Introduction to the GDPR” early session for those less familiar with the
legislation. A brief welcome... Show more

https://www.linkedin.com/groups/8599770
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Future Event - GDPR Forum

» Due to the levels of interest we’re seeing, we’re looking to put on a free in-
person event on the 23" February

8.15am - 8.45am Introduction to the GDPR
(optional introduction for those less familiar with the GDPR)

8.45am - 9.15am Welcome refreshments with tea, coffee, pastries
9.15am - 9.30am Opening Welcome

The GDPR and what we’re doing about it.
9.30am - 10.15am Cyber Security with Francis West (Westek)
10.15am - 10.30am Refreshments
10.30am - 11.00pm GDPR with Simon Stokes (Blake Morgan LLP)
11.00am - 12.00pm GDPR Panel - Q&A Discussion
12.00pm - 1.00pm Lunch with networking
1.30pm Close

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




DISCLAIMER

» This webinar is provided for information purposes and is NOT intended to be
legal advice pertaining to the subject matter

» If you have specific questions on how this may affect your organisation you
should consult a legal professional

» Guidance and member state regulator interpretation is ongoing - GDPR is
dealing with a highly complex scenario and one size does not fit all

» This is the fifth part of a series of webinars and is therefore not designed to
cover everything in one sitting!

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




Today
We’ll look at:

What is a personal data breach?
When and whom do | notify?
Assessing the risk of a breach
Documentation required in a breach

Automated Decision making - does it apply and what does it mean?
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Automated Decision making - how can | make it work?
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Data breach

» Requirement to report breaches is nhot new (depending on circumstance)

» Article 83 allows that failure to report a breach where applicable, can result in
sanctions (at tier 1 so €10M/2%)

» Whilst there is still a lot of ambiguous language around breach it is one of the few
areas where the current guidance is actually pretty concise

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
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Data breach

Article 29 Data protection working party

Guidelines on Personal data breach notification under regulation 2016/679

» Some good examples and flow charts that we’ll be using today and will be available
on the website
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What is a personal data breach?

» Article 5(1)(f) and 32...

» ..Personal data shall be processed in a manner to ensure the appropriate security of the
personal data, including protection against unlawful processing and against accidental loss,
destruction and damage.

Destruction - no longer exists
Damage - altered, corrupt or no longer complete

Loss - may exist but Controller no longer has it
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Unlawful processing - disclosure to unauthorised recipients, any other violation
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What is a personal data breach?

» So, we now know how we have to process - and hence the GDPR defines a breach as
per article 4:

» “Abreach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed.”

» It might seem obvious but remember the GDPR only applies when the breach relates
to personal data

» 3 categories of Breach:
» Confidentiality
» Availability
» Integrity

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




What is a personal data breach?

» Examples

» Examples of a loss of availability include where data has been deleted either
accidentally or by an unauthorised person, or, in the example of securely encrypted
data, the decryption key has been lost. In the event that the controller cannot restor
access to the data, for example, from a backup, then this is regarded as a permanent
loss of availability.

» A loss of availability may also occur where there has been significant disruption to the
normal service of an organisation, for example, experiencing a power failure or denial
of service attack, rendering personal data unavailable, either permanently, or
temporarily.

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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What is a personal data breach?

Examples

In the context of a hospital, if critical medical data about patients are unavailable, even
temporarily, this could present a risk to individuals’ rights and freedoms; for example,
operations may be cancelled

» Conversely, in the case of a Recruitment agency’s systems being unavailable for several
hours (e.g. due to a power outage), if that company is then prevented from CVs to clients,
this is unlikely to present a suitable risk to individuals’ rights and freedoms

» Infection by ransomware (malicious software which encrypts the controller’s data until a
ransom is paid) could lead to a temporary loss of availability if the data can be restored
from backup. However, a network intrusion still occurred, and notification could be
required if the incident is qualified as confidentiality breach (i.e. personal data is accessed
by the attacker) and this presents a risk to the rights and freedoms of individuals

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
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When and whom do | notify?

» Article 33:

» “In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data
breach to the supervisory authority competent in accordance with Article 55, unless the
personal data breach is unlikely to result in a risk to the rights and freedoms of natural
persons. Where the notification to the supervisory authority is not made within 72 hours, it
shall be accompanied by reasons for the delay.”

» Aware means when you have a reasonable degree of certainty that a security incident
has occurred (involving personal data)

» You have 72 hours from being aware - These are not “working hours”! And an
investigation by an SA will confirm when you were, in their opinion, aware.

» Cyber insurance can really help here

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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When and whom do | notify?

» Clearly the aim is to minimise both the scale and chance of a breach occurring but i
it happens...

You need to be able to detect one
How can you then assess the scale?
How do you assess the risk?

How do you identify who is impacted?

How do you contain it?
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How do you remedy it quickly?
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Processors

» Processors must notify the Controller once they are aware of a breach “without undue
delay”

» Art 29 working party states that in principle the Controller should consider
themselves aware once the Processor is aware and hence the above should be treated
as immediate

» That means its likely that Processors could well need access to contact details of the
Controller on a 24 hour basis

» These areas will be where some of the most significant contractual changes occur

» Remember the Controller is the one who decides if the beach needs be reported!
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Notifying the Supervisory authority

» You need to supply:

» Nature of the breach
» Categories of data
» How many subjects impacted and what type (eg children, vulnerable groups)
» Member states of the subjects®
» How many records
» What type of breach
» Contact points (DPO if you have one)

» Consequences of the breach

» Measures taken and proposed

» Don’t let anything prevent notification - if you don’t have the answers to the above then tell them
and approximate! You can also provide the information in stages

» *In cross border situations it should be reported to the nominated lead SA

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
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Notification to subjects

» Notification to the supervisory authority is mandatory where there is a likely risk to
individuals as a result of a breach.

» In addition, where there is likely a high risk to the rights and freedoms of individuals
as the result of a breach, those individuals must also be informed.

» Hence you’ll almost certainly be in communication with the SA before the individual.
Both they and your insurer will be able to guide on your communication with the
subject

» The aim of this communication is to enable the subject to protect themselves, again
we must use “clear and plain language”

» Must be direct unless would be disproportionate effort, in which case you should use a
public communication or similar
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Notification to subjects

» Messages must be dedicated and unambiguous, eg no newsletters etc

» Must be transparent.

» Email, SMS, direct communication, post, print media...

» WP29 says:

Controllers may also need to ensure that the communication is accessible in appropriate
alternative formats and relevant languages to ensure individuals are able to understand
the information being provided to them. For example, communication in the native
language of the recipient will help to ensure their understanding of the nature of the
breach and steps they can take to protect themselves.

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.



Notification to subjects

» Not necessarily required when:

» Appropriate technical and organisational measures. EG encryption. Why? Because there wil
likely be no High risk to rights...

» |If immediately after a beach the Controller has taken steps to ensure that the high risk
posed to individuals’ rights and freedoms is no longer likely to materialise.

» It would involve disproportionate effort to contact individuals, perhaps where their contact
details have been lost as a result of the breach or are not known in the first place.

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Risk and High Risk

» WP29 says your assessment of risk needs to look at
» Type of breach

Nature, sensitivity and volume of data

Ease of identification

Severity of consequences for individuals

Special characteristics of the individual

Number of individuals
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Characteristics of the Controller

» European Union Agency for Network and Information Security (ENISA) has recommendations
for assessing the severity of a breach

» https://www.enisa.europa.eu/publications/dbn-severity
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Documentation

» ALL breaches need to be documented

» Article 33 gives that documentation pertaining to a breach should include
» What took place
» The cause
» The data impacted
» The effects and consequences of the breach

» Any remedial action

» Additionally WP29 suggests:

» Reasoning for any decisions taken especially where notification is not made- eg why do you
think there is no risk

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
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Summary
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Examples

» A controller stored a backup of an archive of personal data encrypted on a
CD. The CD is stolen during a break-in.

» Do you notify the Supervisory Authority?
» Do you notify the Subject?

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Examples

A controller stored a backup of an archive of personal data encrypted on a
CD. The CD is stolen during a break-in.

Do you notify the Supervisory Authority? NO
Do you notify the Subject? NO

As long as the data are encrypted with a state of the art algorithm, backups of
the data exist, and the unique key is not compromised, this may not be a
reportable breach. However if it is later compromised, notification is required.

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




Examples

» A controller suffers a ransomware attack which results in all data being
encrypted. No back-ups are available and the data cannot be restored. On
investigation, it becomes clear that the ransomware’s only functionality was

to encrypt the data, and that there was no other malware present in the
system.

» Do you notify the Supervisory Authority?
» Do you notify the Subject?

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Examples

» Do you notify the Supervisory Authority?

Yes, report to the competent supervisory authority, if there are potential consequences
to individuals as this is a loss of availability.

» Do you notify the Subject?

Yes, report to individuals, depending on the nature of the personal data affected and
the possible effect of the lack of availability of the data, as well as other likely
consequences.

If there was a backup available and data could be restored in good time, this would not
need to be reported to the supervisory authority or to individuals as there would have
been no permanent loss of availability or confidentiality. However, the supervisory

authority may consider an investigation to assess compliance with the broader security
requirements of Article 32.
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Automated decision making & profiling

» The Article 29 working party have also released guidance on automated individual
decision-making and profiling for the purpose of the GDPR.

» http://ec.europa.eu/newsroom/document.cfm?doc id=47742
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Profiling

» The GDPR defines profiling (as per Article 4) as:

any form of automated processing of personal data consisting of the use of personal dat
to evaluate certain personal aspects relating to a natural person, in particular to
analyse or predict aspects concerning that natural person’s performance at work,
economic situation, health, personal preferences, interests, reliability, behaviour,
location or movements;

» Profiling consists of these elements
» Has to be automated processing
» Has to be carried out on personal data

» Objective must be to evaluate personal aspects about a natural person

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Automated Decision Making

Automated decision-making has a different scope and may partially overlap with
profiling. Automated decision-making is the ability to make decisions by technological

means without human involvement. Automated decisions can be based on any type of
data, for example:

» data provided directly by the individuals concerned (such as a submitted CV)

» data observed about the individuals (such as location data collected via an
application)

» derived or inferred data such as a profile of the individual that has already been
created (e.g. a credit score)

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Automated Decision Making

» Article 22 of the GDPR suggests

» as arule, there is a prohibition on fully automated individual decision-making, including
profiling, that has a legal or similarly significant effect

» there are exceptions to the rule

» there should be measures in place to safeguard the data subject’s rights and freedoms and
legitimate interests

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Automated Decision Making

» Where might this occur?
Candidate submits a CV to a CV@XYZagency email
CRM automatically picks up the CV & cover letter and parses the content

>
>
» Parsed data is used to automatically create a profile for the candidate in the CRM
>

Job specs added to CRM are searched against the candidate profiles....

» What if the parser creates an incorrect profile?

» Whilst there is no doubt this can be an automated process there is still no definitive view if
missing out on a search in this way and therefore missing out on an employment
opportunity is considered a “legal or similarly significant effect”

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
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Automated Decision Making

» As a clue Recital 71 of the GDPR does give the example of “Similarly significant” as:

‘automatic refusal of an online credit application’ or ‘e-recruiting practices without any
human intervention’.

» So as it stands its likely that this is prohibited under the GDPR, or is it?
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Automated Decision Making

» We could add human intervention...

“To qualify as human intervention, the controller must ensure that any oversight of the
decision is meaningful, rather than just a token gesture. It should be carried out by
someone who has the authority and competence to change the decision. As part of the
analysis, they should consider all the available input and output data.”
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Automated Decision Making

» Or there are the exceptions, Article 22(2)...

» necessary for the performance of or entering into a contract;

authorised by Union or Member State law to which the controller is subject and which also
lays down suitable measures to safeguard the data subject’s rights and freedoms and
legitimate interests; or

» based on the data subject’s explicit consent.
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Automated Decision Making

» If using Automated Decision Making you must:

» Tell the data subject you are doing it

>
>

Provide meaningful information about the logic involved and
Explain the significance and consequences of the processing

» You should also:

>
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Give the subject the right to obtain human intervention

Give the subject the ability to express their point of view

Give the subject the right to obtain a explanation of the decision
Give the subject the right to challenge the decision

Regularly review all the above to ensure its accurate

Consider a DPIA when using Automated Decision Making
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Q&A

» Any questions we are unable to get through we’ll post the answers on the
LinkedIn forum.

» https://www.linkedin.com/groups/8599770
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