GDPR

Rights and Consent

Part 2 of our series on GDPR and its impact on the recruitment industry

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.



Who are we?

» Dillistone Group Plc, a public company listed on the AIM market of the London
stock exchange

» Includes the brands Voyager Software Ltd, ISV Software Ltd, FCP internet Ltd,
and Dillistone Systems

» Thousands of clients in over 70 countries both Recruitment and Corporate
with some of the largest clients in those fields

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




DISCLAIMER

» This webinar is provided for information purposes and is NOT intended to be
legal advice pertaining to the subject matter

» If you have specific questions on how this may affect your organisation you
should consult a legal professional

» Guidance and member state regulator interpretation is ongoing - GDPR is
dealing with a highly complex scenario and one size does not fit all

» This is the second part of a series of webinars and is therefore not designed to
cover everything in one sitting!

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




A quick recap

General Data Protection Regulation (Regulation (EU) 2016/679)
Compliance to be achieved by 25 May 2018

Brexit does not mean you can ignore it

To standardise data legislation across the EU in common law.

To replace the outdated legislation prevalent across EU members.
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To provide a robust level of protection to EU data subjects with individuals having 8 core rights
under GDPR.

To remove a stumbling block when trading and transferring data to other member states.
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To define “data breach” and provide rules governing what happens in the event of one.

» To provide a stringent framework of penalties to aid compliance - These to be “effective,
proportionate, and dissuasive”

» To work with other legislation such as PECR and the forthcoming ePrivacy Directive

» Yes the slides will be distributed after this webinar
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Today

» We’ll look at:

Draft guidance from the ICO on the subject of consent
The rights of data subjects (Natural Persons)

Data Protection Officer and do you need one?

Data Privacy Impact Assessments

Privacy by design
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What should you be doing/thinking about now?
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Update on Consent from ICO draft
guidance (could change)

» Key changes to make in practice
» Unbundled - Consent requests must be separate from other terms and conditions

» Conditional - Consent should not be a precondition of signing up for a service
unless it is necessary for that service

» Active opt in - pre-ticked opt-in boxes are invalid. Use unticked boxes or similar
methods

» Granular - give granular options to consent separately to different types of
processing wherever appropriate

» Named - Name your organisation and any 3" parties who will be relying on consent*

» Documented - keep records to demonstrate what the individual has consented to,
including what they were told and when and how they consented
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Update on Consent from ICO draft
guidance (could change)

Can we carry on using existing DPA consents?

Recital 171 of the GDPR makes clear you can continue to rely on any existing
consent that was given in line with the GDPR requirements, and there’s no
need to seek fresh consent. However, you will need to be confident that your
consent requests already met the GDPR standard and that consents are
properly documented. You will also need to put in place compliant
mechanisms for individuals to withdraw their consent easily.

» On the other hand, if existing DPA consents don’t meet the GDPR’s high
standards or are poorly documented, you will need to seek fresh GDPR-
compliant consent, identify a different lawful basis for your processing (and
ensure continued processing is fair), or stop the processing.
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Update on Consent from ICO draft
guidance (could change)

» Unambiguous indication (by statement or clear affirmative action)

» An individual drops their business card into a prize draw box in a coffee shop.
This is an affirmative act that clearly indicates they agree to their name and
contact number being processed for the purposes of the prize draw. However,
this consent would not extend to using those details for marketing or any
other purpose.
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Update on Consent from ICO draft
guidance (could change)

» Recital 32 also makes clear that electronic consent requests must not be
unnecessarily disruptive to users. You will need to give some thought to how
best to tailor your consent requests and methods to ensure clear and
comprehensive information without confusing people or disrupting the user
experience - for example, by developing user-friendly layered information
and just-in-time consents.

» You will need to keep your consents under review and refresh them if your
purposes or activities evolve beyond what you originally specified. Consent
will not be specific enough if details change - there is no such thing as
‘evolving’ consent.
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Update on Consent from ICO draft
guidance (could change)

» How long does consent last?

» The GDPR does not set a specific time limit for consent. Consent is likely to
degrade over time, but how long it lasts will depend on the context. You will need
to consider the scope of the original consent and the individual’s expectations.

» Agym runs a promotion that gives members the opportunity to opt in to receiving
emails with tips about healthy eating and how to get in shape for their summer
holiday that year.

» As the consent request specifies a particular timescale and end point - their
summer holiday - the expectation will be that these emails will cease once the
summer is over. The consent will therefore expire.

» If your processing operations or purposes evolve, your original consents may no
longer be specific or informed enough - and you cannot infer broader consent from
a simple failure to object. If this happens, you will need to seek fresh consent or
identify another lawful basis.
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Rights of Natural Persons

» GDPR provides the following rights for individuals:

1. The right to be informed

2. The right of access

3. The right to rectification

4. The right to erasure

5. The right to restrict processing
6. The right to data portability

7. The right to object

8. Rights in relation to automated decision making and profiling
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Right to be informed

» This is the right that covers things like Transparency and encompasses your
obligation to provide “fair processing information”

» The information you supply is determined by whether or not you obtained the
personal data directly from individuals.

» The information you supply about the processing of personal data must be:

» concise, transparent, intelligible and easily accessible;

» written in clear and plain language, particularly if addressed to a child; and

» free of charge
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Right to be informed

What information must be supplied? Data obtained directly Data not obtained directly
Identity and contact details of the controller and where applicable, the controller’s Y Y
representative and the data protection officer
Purpose of the processing and the legal basis for the processing Y Y

Y Y

The legitimate interests of the controller or third party, where applicable

Categories of personal data

Any recipient of the personal data

Details of transfers to third country and safeguards

Retention period or criteria used to determine the retention period

The existence of each of data subject’s rights

The right to withdraw consent at any time, where relevant

The right to lodge a complaint with a supervisory authority

[The source the personal data originates from and whether it came from publicly Y
accessible sources

\Whether the provision of personal data part of a statutory or contractual
requirement or obligation and possible consequences of failing to provide the
personal data

[The existence of automated decision making, including profiling and information
about how decisions are made, the significance and the consequences.
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Right of access

» GDPR allows subjects to access their personal data so they are aware of and
can verify the lawfulness of the processing (Recital 63)

» You can no longer charge a fee for a Subject Access Request or SAR*
» Information must be provided without delay and at latest within 1 month**

» You must validate the identity of the person making the request using
“reasonable means”

» GDPR indicates that best practice, where possible, is for organisations to
provide remote access to a secure self service system giving the subject
direct access to their information
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Right to rectification

» Subjects have a right to have their data rectified if it is inaccurate or
incomplete

» You have 1 month to comply (can be extended if complex request)

» As we know a Consultants opinion of a candidate is considered their PIl so
what happens if a subject requests this to be “rectified”....?

» Further guidance required on this!

» If you choose not to rectify you must explain why and inform them of their
right to complain
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Right to erasure (Right to be forgotten)

» Is not an absolute right

» Subjects can have their data erased and to prevent processing in specific
circumstances:

» Where the personal data is no longer necessary in relation to the purpose for which
it was originally collected/processed

» When the individual withdraws consent

» When the individual objects to the processing and there is no overriding legitimate
interest for continuing the processing

» The personal data was unlawfully processed (ie otherwise in breach of the GDPR)

» The personal data has to be erased in order to comply with a legal obligation
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Right to erasure (Right to be forgotten)

» Can | refuse to erase?

» Yes where the data is processed for the following reasons:

» to exercise the right of freedom of expression and information;

» to comply with a legal obligation for the performance of a public interest task or exercise
of official authority.

» for public health purposes in the public interest;

» archiving purposes in the public interest, scientific research historical research or
statistical purposes; or

» the exercise or defence of legal claims

» So Agencies are unlikely to be able to call on this in day to day situations

» If you have disclosed data to 34 parties you must inform them of the erasure
of data too. Care needs to be taken here with integrated systems that
deleting in one system doesn’t then lead to data being repopulated by the
other!
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Right to erasure (Right to be forgotten)

» Data should be deleted everywhere. Ideally from areas such as backups and
archives too

» Data should be “hard” deleted rather than “soft” deleted

» You need to record the details of the RTBF request in a suitable manner
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Right to restrict processing

» Subjects can block processing of their data. This makes the data “restricted”
Whilst data is considered restricted you can still store it

» YOU will automatically be required to restrict processing in the following
conditions:

» Where an individual contests the accuracy of the personal data, you should restrict the
processing until you have verified the accuracy of the personal data.
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» Where an individual has objected to the processing (where it was necessary for the
performance of a public interest task or purpose of legitimate interests), and you are
considering whether your organisation’s legitimate grounds override those of the
individual.

» When processing is unlawful and the individual opposes erasure and requests restriction
instead.

» If you no longer need the personal data but the individual requires the data to establish,
exercise or defend a legal claim.

» As before you need to keep 3" parties informed.
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Right to data portability

» Gives subjects the right to obtain and reuse their personal data for their own
purposes across different services

» It should allow them to move, copy or transfer personal data easily from one
IT environment to another in a safe and secure way, without hindrance to
usability

» Must provide data in commonly used machine readable form

» Must be free of charge

» Could you therefore be asked to give data to a competitor?
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Right to data portability

» Yes you could. Additionally you must respond “without undue delay and within
one month”

» But,

» 1) You are not required to adopt or maintain processing systems that are
compatible with others

» 2) If the data concerns more than one individual, you must consider whether
providing the information would prejudice the rights of any other individual

» 3) You only need to supply data provided to you by the subject. Defined as actively
and knowingly provided by the subject or, “provided” by the subject by virtue of
the use of the service or device

» If you are the receiving organisation you now become a new controller and
hence must state to the subject the usual information under transparency.
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Right to object

» Individuals have the right to object to:

» processing based on legitimate interests or the performance of a task in the public
interest/exercise of official authority (including profiling);

» direct marketing (including profiling); and

» processing for purposes of scientific/historical research and statistics

» The right to object by the subject must be noted along with your reasoning
for continuing processing
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Rights relating to automated decision
making and profiling

When does the right apply?

» Individuals have the right not to be subject to a decision when:
» it is based on automated processing; and

» it produces a legal effect or a similarly significant effect on the individual

» You must ensure that individuals are able to:
» obtain human intervention;
» express their point of view; and

» obtain an explanation of the decision and challenge it
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Rights relating to automated decision
making and profiling

The right does not apply if the decision:

» is necessary for entering into or performance of a contract between you and the
individual

» is authorised by law (eg for the purposes of fraud or tax evasion prevention); or

» based on explicit consent (Article 9(2))

You must

» Ensure processing is fair and transparent by providing meaningful information
about the logic involved

» Use appropriate mathematical or statistical procedures for the profiling
» Enable inaccuracies to be corrected and minimise the risk of errors

» Secure the personal data
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Data Protection Officer

» Under article 37 a DPO must be appointed for all public authorities or where
processing substantial volumes of personal data

» “substantial volumes” are not defined but general consensus seems to be around
the 1000’s to 10s of thousands. Most recruitment agencies will fall into this
considering storing data is considered processing

» Considered to be good practice to appoint one outside the mandatory
appointments

» No specific credentials but states they have “expert knowledge of data protection
law and practices” and the level of knowledge “should be determined in particular
according to the data processing operations carried out and the protection
required for the data processed by the controller or processor”

» Hence training is likely to be required
» General Staff training also critical!
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Data Protection Officer

» Tasks include

» Informing and advising the controller or processor of their obligations to comply
with GDPR and other Data protection laws

» Monitoring compliance including internal audits, staff training, penetration tests
etc

Undertaking DP Impact Assessments when required
Being available for Data subject enquiries/exercise of rights

» Acting as point of contact with designated supervisory body (such as 1CO)

» ADPO can be outsourced.
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Data Protection Officer

» A DPO has many rights:

» May insist on Company resources to fulfil their job function and for their own
ongoing training

» Access to the Companies data processing personnel
» Direct reporting line to the “highest management level” of the company

» Granted significant independence in their functions and may perform other duties
and tasks provided they do not create conflict of interest

» GDPR prevents dismissal or penalty for performance of tasks and has no limitation
on the length of this tenure

» Organisations with multiple subsidiaries may appoint a single DPO
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Data Privacy Impact Assessment

Integral in “Privacy by design”
Used to identify and reduce the privacy risks in an operation
Widely used already in the UK (eg NHS, local authorities etc)

Code of practice (under review) available from the ICO
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https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-
practice.pdf

» DPIA needs to be undertaken if, for example, systems or processes are
changed
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https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf

Data Privacy Impact Assessment

» You would need to do one if...

» Anew IT system for storing and accessing personal data

A data sharing initiative where two or more organisations seek to pool or link sets
of personal data

» A proposal to identify people in a particular group or demographic and initiate a
course of action

Using existing data for a new and unexpected or more intrusive purpose

» A new database which consolidates information held by separate parts of an
organisation
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Data Privacy Impact Assessment

A PIA should incorporate the following steps:
Identify the need for a PIA

Describe the information flows

Identify the privacy and related risks
Identify and evaluate the privacy solutions
Sign off and record the PIA outcomes

Integrate the outcomes into the project plan
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Consult with internal and external stakeholders as needed throughout the
process
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Privacy by Design

Data Privacy has to be at the forefront of any operation involving PlI
Controllers and Processors not in the EU must designate a representative

DPIA mandatory in certain circumstances
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Privacy may need to be retrospectively added to existing systems and process
under GDPR

GDPR applies to existing data as well as current and future
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Companies need to know what they have, where it is, why the have it and
how secure it is

» All staff need to be educated

» Policies need to be in place for events like breach notification. Not having the
right data available within the 72 hours for a breach notification will not be
an excuse.
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What should you be doing/thinking
about right now?

» Needs to be at top level of organisation control. Board aware, on your risk
registers, regularly reviewed, and compliance project plans being thought of

» Data inventory - know who your processors are, what grounds you have for
processing and identify “unlawful” data

» Decide if you really need all the data you hold and how you intend to treat
“unlawful” data

» Compliance gap analysis - you need to know just how large a task you have
over the next 12 months

» Audit of your data security-could you reasonably be doing more to protect
your data?

» What is your process for identifying and responding to a breach?
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Next Time...

» What makes Processing legal?
» Controller and Processor Liability

» What are the types of policies and processes you need to have in place (and
tested!)

» Data security in general

» Certifications

» Any updates from the ICO/working parties.

This webinar is provided for information purposes and is NOT intended to be legal advice pertaining to the subject
matter. If you have specific questions on how this may affect your organisation you should consult a legal
professional.




Reminder

» In addition to this webinar series there is a Linked In group set up which will
cover various articles on GDPR, the ePrivacy directive, check lists to help get
you prepared along with blogs and other features

» We’ll also be using this forum to keep you informed and get your feedback on
some of the tools and solutions we’re creating to help with some of the
challenges of GDPR and potentially help keep you ahead of the competition

» https://www.linkedin.com/groups/8599770
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Q&A

» Any questions we are unable to get through we’ll post the answers on the
LinkedIn forum.

» https://www.linkedin.com/groups/8599770
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